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Overview

In the HP 2012 Cyber Risk Report, HP Enterprise Security provides a broad view of the 
YXOQHUDELOLW\�ODQGVFDSH��UDQJLQJ�IURP�LQGXVWU\�ZLGH�GDWD�GRZQ�WR�D�IRFXVHG�ORRN�DW�GLƫHUHQW�
technologies, including Web and mobile. The goal of this report is to provide the kind of 
actionable security that intelligence organizations need to understand the vulnerability 
landscape as well as best deploy their resources to minimize security risk. 

To provide a broad perspective on vulnerabilities, the report draws on the following sources:

r�2SHQ�6RXUFH�9XOQHUDELOLW\�'DWDEDVH��269'%�1 data

r�+3�=HUR�'D\�,QLWLDWLYH��=',�2 vulnerability data

r�HP DVLabs vulnerability and exploit analysis

r�HP Fortify on Demand3 static and dynamic security testing data

r�HP Fortify Software Security Research Web vulnerability research 

r�6HFXULW\�&RPSDVV��+3�SDUWQHU��PRELOH�YXOQHUDELOLW\�GDWD

%DVHG�RQ�WKLV�GDWD��WKH�UHSRUW�RƫHUV�WKH�IROORZLQJ�NH\�ƭQGLQJV��

Critical vulnerabilities are on the decline, but still pose a  
VLJQLƭFDQW�WKUHDW�
+LJK�VHYHULW\�YXOQHUDELOLWLHV��&9664�VFRUH�RI���WR�����PDGH�XS����SHUFHQW�RI�WKH�WRWDO�VFRUHG�
YXOQHUDELOLWLHV�VXEPLWWHG�WR�269'%�LQ������DQG�GURSSHG�WR����SHUFHQW�LQ�������:KLOH�WKLV�
UHGXFWLRQ�LV�VLJQLƭFDQW��WKH�GDWD�VKRZV�WKDW�QHDUO\�RQH�LQ�ƭYH�YXOQHUDELOLWLHV�FDQ�VWLOO�DOORZ�
attackers to gain total control of the target. 

Mature technologies introduce continued risk
As demonstrated by the recent Department of Homeland Security announcement 
recommending that the Oracle Java SE platform be universally disabled in Web browsers, 
VHHPLQJO\�PDWXUH�WHFKQRORJLHV�VWLOO�VXƫHU�IURP�QHZ�H[SORLWV��,Q�SDUWLFXODU�������GDWD�VKRZ�
WKH�QXPEHU�RI�YXOQHUDELOLWLHV�GLVFORVHG�LQ�6XSHUYLVRU\�&RQWURO�$QG�'DWD�$FTXLVLWLRQ��6&$'$��
V\VWHPV�LQFUHDVHG�IURP����LQ������WR�����LQ�������D�����SHUFHQW�LQFUHDVH���

Mobile platforms represent a major growth area for vulnerabilities
The explosive adoption of mobile devices and the applications that drive them has resulted in 
D�FRUUHVSRQGLQJ�ERRP�LQ�PRELOH�YXOQHUDELOLWLHV��7KH�ODVW�ƭYH�\HDUV�KDYH�VHHQ�D�����SHUFHQW�
increase in mobile application vulnerability disclosures, with novel technologies, such as near-
ƭHOG�FRPPXQLFDWLRQV��1)&���LQWURGXFLQJ�SUHYLRXVO\�XQVHHQ�YXOQHUDELOLW\�W\SHV��

Web applications remain a substantial source of vulnerabilities
269'%�GDWD�IURP�����s�����VKRZV�WKDW�RI�WKH�VL[�PRVW�VXEPLWWHG�YXOQHUDELOLW\�W\SHV��IRXUt
64/�LQMHFWLRQ��FURVV�VLWH�VFULSWLQJ��FURVV�VLWH�UHTXHVW�IRUJHU\��DQG�UHPRWH�ƭOH�LQFOXGHVtH[LVW�
primarily or exclusively in Web applications. 

Cross-site scripting remains a major threat to organizations  
and users
&URVV�VLWH�VFULSWLQJ��;66��UHPDLQV�D�ZLGHVSUHDG�SUREOHP��ZLWK������SHUFHQW�DQG����SHUFHQW�
RI�WKH�DSSOLFDWLRQV�LQ�RXU�GDWD�VHWV�VXƫHULQJ�IURP�WKH�YXOQHUDELOLW\��,Q�RQH�FDVH��DQDO\VLV�
RI�D�PXOWLQDWLRQDO�FRUSRUDWLRQ�VKRZHG�WKDW�MXVW�XQGHU�KDOI��������SHUFHQW��RI�WKHLU�:HE�
applications were vulnerable to some form of XSS. Furthermore, new methods of exploiting this 
vulnerability continue to be found, as demonstrated by the large portion of ZDI vulnerability 
submissions focused on XSS.
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1  Open Source Vulnerability Database:  
osvdb.org/ 

2  HP Zero Day Initiative:  
zerodayinitiative.com/ 

3  HP Fortify on Demand:  
fortifymyapp.com 

4  Common Vulnerability Scoring System:  
ƭUVW�RUJ�FYVV�FYVV�JXLGH�KWPO

http://www.osvdb.org/
http://www.zerodayinitiative.com/
http://www.fortifymyapp.com
http://www.first.org/cvss/cvss-guide.html
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(ƫHFWLYH�PLWLJDWLRQ�IRU�FURVV�IUDPH�VFULSWLQJ�UHPDLQV� 
noticeably absent
7KH�ƭUVW�GRFXPHQWHG�FURVV�IUDPH�VFULSWLQJ��;)6��YXOQHUDELOLW\��WKH�URRW�FDXVH�EHKLQG�
clickjacking attacks, was discovered over 10 years ago. Since then, clickjacking has become a 
household name, yet less than one percent of 100,000 URLs tested included the best-known 
mitigation, the X-Frame-Options header.

Vulnerability trends 

Understanding technical security risk begins with knowing how and where vulnerabilities occur 
within an organization. Vulnerabilities can impact every level of enterprise infrastructure from 
KDUGZDUH��WR�QHWZRUN��WR�VRIWZDUH��ERWK�ROG�DQG�QHZ���7KHVH�YXOQHUDELOLWLHV�DUH�WKH�JDWHZD\�
that malicious actors use to circumvent security protections and steal or alter data, deny 
access, and compromise critical business processes. 

7KLV�VHFWLRQ�RI�WKH�UHSRUW�XVHV�GDWD�IURP�WKH�2SHQ�6RXUFH�9XOQHUDELOLW\�'DWDEDVH��269'%��DQG�
WKH�+3�=HUR�'D\�,QLWLDWLYH��=',��WR�GHPRQVWUDWH�WKH�IROORZLQJ�JOREDO�YXOQHUDELOLW\�WUHQGV�

r�The vulnerability arms race—total vulnerability disclosures in 2012 increased 
19 percent from 2011. The total number of vulnerabilities reported provides a snapshot into 
the world of vulnerabilities and serves to illustrate the nature of a constantly changing threat 
landscape.

r�Evolving marketplaces and increasing complexity impact discovery and reporting. 
Vulnerability disclosure data highlights how changes in the vulnerability marketplace and 
the technical complexity of systems impact both the number and severity of reported 
vulnerabilities. 

r�:HE�DSSOLFDWLRQV�FRQWLQXH�WR�LQWURGXFH�VLJQLƭFDQW�WHFKQLFDO�ULVN�WR�RUJDQL]DWLRQV� A 
small number of critical Web application vulnerabilities still represents a large minority of the 
overall vulnerabilities disclosed in 2012. 

r�7KH�PDWXULW\�RI�D�WHFKQRORJ\�GRHV�QRW�JRYHUQ�LWV�YXOQHUDELOLW\�SURƭOH� Data in 2012 
VKRZV�DQ�LQFUHDVH�RI�PRUH�WKDQ�����SHUFHQW�LQ�YXOQHUDELOLW\�GLVFORVXUHV�LPSDFWLQJ�ERWK�6&$'$�
V\VWHPV��SULPDULO\�OHJDF\�WHFKQRORJ\��DQG�PRELOH�GHYLFHV��WKH�QH[W�IURQWLHU�IRU�,7���

The vulnerability arms race—total disclosures in 2012 increased 
19 percent from 2011
7KH�WRWDO�QXPEHU�RI�QHZ�YXOQHUDELOLWLHV�UHSRUWHG�GXULQJ��������������LQFUHDVHG�E\�URXJKO\�
���SHUFHQW�IURP�WKH�QXPEHU�RI�YXOQHUDELOLWLHV�GLVFORVHG�LQ���������������EXW�UHPDLQHG�
���SHUFHQW�ORZHU�WKDQ�WKH�QXPEHU�UHSRUWHG�DW�WKH�SHDN�LQ�������7KLV�FRQWLQXHG�RVFLOODWLRQ�LQ� 
the number of reported vulnerabilities demonstrates that the struggle between organizations 
DQG�WKH�DWWDFNHUV�EHQW�RQ�FRPSURPLVLQJ�WKHP�UDJHV�RQ�ZLWK�QR�FOHDU�YLFWRU��VHH�)LJXUH����

Figure 1.�'LVFORVHG�YXOQHUDELOLWLHV�PHDVXUHG�E\�269'%������s����
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,Q�WKH�\HDU�E\�\HDU�YLHZ�RI�269'%�GDWD��LW�LV�FOHDU�WKDW�YXOQHUDELOLW\�UHSRUWLQJ�KDV�RVFLOODWHG�
VLQFH�LWV�SHDN�LQ�������ZLWK�QR�FOHDU�XS�RU�GRZQ�WUHQG�LQ�WKH�\HDUV�WKDW�IROORZHG��7KH�QXPEHU�RI�
vulnerabilities disclosed in a given year doesn’t necessarily measure the overall security of the 
industry, but rather indicates how changes in the way vulnerabilities are discovered, disclosed, 
and exploited can vary greatly from year to year. The next section highlights how changes in the 
vulnerability marketplace are partly responsible for these variations.

Evolving marketplaces and increasing complexity impact discovery 
and reporting
:KLOH�UHSRUWHG�YXOQHUDELOLWLHV�KDYH�UHPDLQHG�ZHOO�EHORZ�WKH�SHDN�VHHQ�LQ�������LW�LV�LPSRUWDQW�
to look at factors that impact the discovery and disclosure of vulnerabilities. Vulnerability 
LQIRUPDWLRQ�FDQ�EH�GLVVHPLQDWHG�WKURXJK�D�QXPEHU�RI�GLƫHUHQW�RXWOHWV��LQFOXGLQJ�FRPPXQLW\�
SURJUDPV�VXFK�DV�269'%�RU�+3�=',��SULYDWH�VHFXULW\�FRQVXOWDQWV��PDQXIDFWXUHU�EXJ�ERXQW\�
programs, and the underground black market.

:KLOH�269'%�SURYLGHV�DQ�H[FHOOHQW�VQDSVKRW�RI�WKH�YXOQHUDELOLW\�ODQGVFDSH��LW�FDQ�RQO\�FRXQW�
vulnerabilities that are disclosed publicly or submitted directly to the organization. Increasingly, 
specialized security consulting agencies are discovering and purchasing vulnerabilities that are 
WKHQ�RQO\�GLVFORVHG�GLUHFWO\�WR�WKHLU�SULYDWH�JURXSV�RI�FOLHQWV��7KLV�SUDFWLFH�OHDYHV�D�VLJQLƭFDQW�
quantity of vulnerabilities uncounted in public tallies.

Further complicating the challenge posed by vulnerabilities is the complexity of software 
WRGD\��$V�VHFXULW\�KDV�EHFRPH�DQ�LQFUHDVLQJ�SULRULW\��RUJDQL]DWLRQV�KDYH�EHHQ�ƭJKWLQJ�EDFN�
against attackers by building security into their software and adding features to thwart the 
unauthorized discovery and exploitation of vulnerabilities. These countermeasures have not 
only helped close a number of holes, but have also made the remaining vulnerabilities more 
GLưFXOW�WR�GLVFRYHU�

The bifurcation of public and private vulnerability marketplaces, combined with the increasing 
complexity involved in identifying vulnerabilities, has driven up the value of highly exploitable 
YXOQHUDELOLWLHV��WKRVH�ZLWK�D�&966�UDWLQJ�RI���WR������7KLV�LQFUHDVH�VXJJHVWV�WZR�FRQFOXVLRQV�

r�6HFXULW\�UHVHDUFKHUV�PXVW�GHYHORS�H[WHQVLYH�H[SHUWLVH�LQ�VSHFLƭF�V\VWHPV�WR�UHPDLQ�HƫHFWLYH�

r�Researchers receive a better return on investment for severe vulnerabilities that fetch a  
higher price.

+RZHYHU��ZKLOH�WKH�WRWDO�QXPEHU�RI�KLJKO\�H[SORLWDEOH�YXOQHUDELOLWLHV�UHSRUWHG�E\�269'%�LQ������
increased nominally, the percentage of the overall vulnerabilities reported with a high CVSS 
VFRUH�GHFUHDVHG�IURP����SHUFHQW�LQ������WR����SHUFHQW�LQ�������VHH�)LJXUH�����1RWH�WKDW�269'%�
does not require a CVSS score to report vulnerabilities. Vulnerabilities with no CVSS score are 
OLVWHG�DV�1XOO�LQ�WKH�ƭJXUH�

Figure 2.�9XOQHUDELOLW\�VHYHULW\�ODQGVFDSH�XVLQJ�269'%�GDWD������s����
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In contrast with this modest decrease in the number of highly exploitable vulnerabilities 
UHSRUWHG�LQ�������WKH�RYHUDOO�WUHQG�LQ�269'%�GDWD�VKRZV�WKDW�WKH�SHUFHQWDJH�RI�WKLV�W\SH�RI�
YXOQHUDELOLW\�KDV�JURZQ�VXEVWDQWLDOO\�DQG�FRQVLVWHQWO\�RYHU�WKH�ODVW�GHFDGH��VHH�)LJXUH����

Figure 3.�6HYHULW\�RI�269'%�YXOQHUDELOLWLHV�EURNHQ�RXW�RYHU����\HDUV

Mid-level severity (CVSS 5-7)                                               High-level severity (CVSS 8-10)Low-level severity (CVSS 1-4)
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)URP������WKURXJK�������PLG�VHYHULW\�YXOQHUDELOLWLHV��&966���WR����PDGH�XS�WKH�EXON�RI�WKH�
disclosures. This period included a huge increase in the overall number of vulnerabilities 
UHSRUWHG�DV�IX]]LQJ�WRROV�EHFDPH�PDLQVWUHDP�DQG�UHVHDUFKHUV�EHJDQ�ƭQGLQJ�PDQ\�RI�WKH�
PRUH�FRPPRQ��HDVLHU�WR�ƭQG�YXOQHUDELOLWLHV�XVLQJ�DXWRPDWLRQ��7KLV�QXPEHU�KDV�VLQFH�GURSSHG�
sharply, in part because development organizations have been leveraging automation to 
LGHQWLI\�DQG�UHVROYH�WKHVH�YXOQHUDELOLWLHV�EHIRUH�UHVHDUFKHUV�FDQ�ƭQG�WKHP��

What, then, explains the decreasing percentage of highly exploitable vulnerabilities reported 
in 2012? Market data suggests that because of the expertise and time required to uncover and 
prove the exploitability of very severe vulnerabilities, an ever-increasing number of this type 
RI�YXOQHUDELOLW\�LV�EHLQJ�VROG�WR�SULYDWH�FRPPHUFLDO��JUD\��RU�XQGHUJURXQG��EODFN��PDUNHWV��
NHHSLQJ�WKHP��DW�OHDVW�WHPSRUDULO\��RXW�RI�SXEOLF�FRXQWV�OLNH�269'%��

:HE�DSSOLFDWLRQV�VWLOO�LQWURGXFH�VLJQLƭFDQW�ULVN�WR�HQWHUSULVHV
)LJXUH���KLJKOLJKWV�WKH�VL[�PRVW�FRPPRQ�YXOQHUDELOLW\�FDWHJRULHV�UHSRUWHG�LQ�269'%��EXƫHU�
RYHUƯRZ��GHQLDO�RI�VHUYLFH��UHPRWH�ƭOH�LQFOXGH��64/�LQMHFWLRQ��FURVV�VLWH�VFULSWLQJ��DQG�FURVV�VLWH�
request forgery. All are potentially remotely exploitable.

Figure 4. 0RVW�FRPPRQ�YXOQHUDELOLWLHV�LQ�269'%��EURNHQ�GRZQ�E\�FDWHJRU\������s����
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Of these six vulnerability categories, four—SQL injection, cross-site scripting, cross-site request 
IRUJHU\��DQG�UHPRWH�ƭOH�LQFOXGHtSULPDULO\�RU�H[FOXVLYHO\�LPSDFW�:HE�DSSOLFDWLRQV�DQG�DFFRXQW�
IRU����SHUFHQW�RI�RYHUDOO�YXOQHUDELOLW\�GLVFORVXUHV�LQ������DFFRUGLQJ�WR�269'%��

:KLOH�WKH�QXPEHU�RI�:HE�YXOQHUDELOLWLHV�SHDNHG�LQ�������LW�KDV�VLQFH�YDULHG�LQ�PXFK�WKH�VDPH�
ZD\�DV�WKH�RYHUDOO�YXOQHUDELOLW\�QXPEHUV��VHH�)LJXUH����
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Figure 5. Web application vs. non-Web application vulnerabilities
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Enterprises can conclude that while application vulnerabilities not connected to the Web still 
represent the majority of vulnerabilities disclosed, a handful of categories in Web application 
vulnerabilities still introduce a substantial amount of technical risk to organizations. 

The maturity of a technology does not govern its vulnerability 
SURƭOH
One of the biggest technical paradigm shifts over the past decade has been the widespread 
DGRSWLRQ�RI�PRELOH�GHYLFHV�FDSDEOH�RI�UXQQLQJ�FXVWRP�DSSOLFDWLRQV��2YHU�WKH�ODVW�ƭYH�\HDUV�
DORQH��269'%�GDWD�VKRZ�D�����SHUFHQW�JURZWK�LQ�PRELOH�YXOQHUDELOLW\�GLVFORVXUHV��VHH�)LJXUH�����
,Q�WKH�ODVW�\HDU��WKH�QXPEHU�RI�PRELOH�YXOQHUDELOLWLHV�GLVFORVHG�URVH����SHUFHQW�IURP�����LQ������
WR�����LQ�������

Figure 6. 'LVFORVHG�PRELOH�YXOQHUDELOLWLHV�PHDVXUHG�E\�269'%������s����
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,Q�FRQWUDVW��6XSHUYLVRU\�&RQWURO�$QG�'DWD�$FTXLVLWLRQ��6&$'$��V\VWHPVtZKLFK�FRQWURO�
automated industrial processes such as manufacturing, power generation, mining, and 
water treatment—rely on considerably more mature technology. These systems, which 
have historically operated over separate networks with proprietary protocols, have begun to 
migrate to standard networks and even the Internet to simplify asset management, billing, 
DQG�RSHUDWLRQV��$V�WKHVH�V\VWHPV�KDYH�PRYHG�Rƫ�WKHLU�VHSDUDWH�LVRODWHG�QHWZRUNV��VHFXULW\�
problems that were once masked by a restricted attack surface have begun to manifest 
themselves. 
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$FFRUGLQJ�WR�269'%�GDWD��RQO\����YXOQHUDELOLWLHV�ZHUH�GLVFORVHG�LQ�6&$'$�V\VWHPV�IURP�
2008 through 2010. However, after the Stuxnet worm was discovered in an Iranian uranium 
enrichment plant in 2010, much attention has been focused on the security of SCADA systems. 
,Q�������WKHUH�ZHUH�����YXOQHUDELOLWLHV�GLVFORVHG�LQ�6&$'$�V\VWHPV��DQG�WKH�QXPEHU�URVH�DJDLQ�
WR�����LQ�������UHSUHVHQWLQJ�D�����SHUFHQW�LQFUHDVH�IURP������QXPEHUV��VHH�)LJXUH�����

Figure 7.�'LVFORVHG�6&$'$�YXOQHUDELOLWLHV�PHDVXUHG�E\�269'%������s����
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Zero Day Initiative: a glance at 2012
Due to the ZDI’s position as the premiere vulnerability acquisition program, the team’s researchers often 
have the opportunity to analyze some of the most interesting and talked-about vulnerabilities that have 
occurred over the past year. The following 2012 “buzz-worthy” cases illustrate the intersection between 
white and black markets.

$W�WKH�EHJLQQLQJ�RI�������D�YXOQHUDELOLW\�LQ�WKH�0LFURVRIW��5HPRWH�'HVNWRS��=',���������06��������DQG�
&9(������������UHFHLYHG�H[WHQVLYH�DWWHQWLRQ�

r�7KH�=',�UHSRUWHG�WKLV�VSHFLƭF�ƯDZ�WR�0LFURVRIW�LQ�$XJXVW������

r�There were no known attacks in the wild; however, due to its attractiveness to attackers, Microsoft 
expected exploitation to be imminent by March 2012.

r�7KLV�ƯDZ�ZDV�SRWHQWLDOO\�UHDFKDEOH�RYHU�WKH�QHWZRUN�EHIRUH�DXWKHQWLFDWLRQ�ZDV�UHTXLUHG�DQG�H[LVWHG�
during error handling while elements were being loaded into an array.

2QO\�D�PRQWK�ODWHU��6DPED�UHOHDVHG�D�PXFK�QHHGHG�SDWFK�EDVHG�RQ�D�ƯDZ�IRXQG�E\�D�=',�UHVHDUFKHU� 
�737,��������&9(������������

r�7KH�=',�UHSRUWHG�WKLV�VSHFLƭF�ƯDZ�WR�6DPED�LQ�6HSWHPEHU������

r�There were no known attacks in the wild; however, as this is the most serious vulnerability possible in a 
program, Samba addressed it quickly.

r�7KLV�ƯDZ�GLG�QRW�UHTXLUH�DQ�DXWKHQWLFDWHG�FRQQHFWLRQ�DQG�UHVXOWHG�LQ�PHPRU\�FRUUXSWLRQ�WKDW�PD\�EH�
exploited by an attacker to gain remote code execution.

7KH�HQG�RI������EURXJKW�D�ƯXUU\�RI�]HUR�GD\�DFWLYLW\�DƫHFWLQJ�ERWK�2UDFOH��&9(������������ 
&9(������������DQG�0LFURVRIW��06��������&9(�������������7KH�=',�ZDV�DW�WKH�IRUHIURQW�RI�WKH�DFWLRQ��
having reported a critical Java vulnerability patched with the zero-day activity:

r�7KH�=',�UHSRUWHG�WKLV�-DYD�ƯDZ�WR�2UDFOH�LQ�'HFHPEHU������

r�7KLV�ƯDZ�ZDV�H[SORLWHG�LQ�WKH�ZLOG�

r�7KLV�ƯDZ�DOORZHG�D�PDOLFLRXV�DSSOHW�WR�H[HFXWH�DWWDFNHU�VXSSOLHG�FRGH��UHVXOWLQJ�LQ�UHPRWH�FRGH�
execution under the context of the current user.

These are only a few cases handled by the ZDI in 2012 that illustrate the intersection between white and 
EODFN�PDUNHWV�LQ�WKH�YXOQHUDELOLW\�DUPV�UDFH��2QH�WKLQJ�LV�FHUWDLQ��RXU�UHVHDUFKHUV�DUH�LQ�WKH�UDFH�WR�ƭQG�DQG�
responsibly disclose vulnerabilities in highly prevalent software technology. 
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Web application vulnerabilities 

To develop a more complete picture of the current vulnerability landscape, the HP Fortify on 
Demand team gathered and analyzed the results of thousands of assessments to see how  
Web application security looks from the inside via code review and penetration testing. A  
WKRURXJK�UHYLHZ�RI�ERWK�VWDWLF��H[DPLQLQJ�VRXUFH�FRGH�IRU�YXOQHUDELOLWLHV�ZLWKRXW�H[HFXWLQJ� 
LW��DQG�G\QDPLF��WHVWLQJ�WKH�UXQQLQJ�VRIWZDUH�DV�DQ�DWWDFNHU�ZRXOG�ZLWKRXW�DFFHVV�WR�WKH� 
FRGH�LWVHOI��DQDO\VLV�UHVXOWV�SURYLGHV�D�VRXQG�EDVLV�IRU�LQYHVWLJDWLQJ�WKH�WUXH�VWDWH�RI�ULVN�LQ� 
Web applications. 

The sample sets used for this analysis comprised over 200 randomly selected applications 
IRU�G\QDPLF�DQDO\VLV�DQG�����DSSOLFDWLRQV�IRU�VWDWLF�DQDO\VLV��)LJXUH���VKRZV�WKH�WRS�ƭYH�
vulnerabilities discovered using dynamic analysis in 2012. 

Figure 8.�7RS�ƭYH�YXOQHUDELOLWLHV�GLVFRYHUHG�ZLWK�G\QDPLF�DQDO\VLV�LQ������YLD�+3�)RUWLI\�RQ�'HPDQG�
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The dynamic results from this sample set as well as other results referenced in this report 
show that cross-site scripting attacks remain a major threat when attempting to secure Web 
applications. Considering that the number one vulnerability type purchased last year by ZDI was 
FURVV�VLWH�VFULSWLQJ��DQG�WKDW�UHSHDWHG�WHVWLQJ�YHULƭHV�KRZ�ZLGHVSUHDG�FURVV�VLWH�VFULSWLQJ�LV��
RUJDQL]DWLRQV�KDYH�VXưFLHQW�UHDVRQ�WR�FRQVLGHU�WKLV�D�SULPDU\�VHFXULW\�FRQFHUQ��

Figure 9 shows how a typical cross-site scripting attack works, as well as how it can be 
leveraged to steal authentication credentials on critical sites. 
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Figure 9.�%UHDNGRZQ�RI�D�UHƯHFWHG�FURVV�VLWH�VFULSWLQJ�DWWDFN

Banking site

Unsuspecting
user

Evil
attacker

���$Q�DWWDFNHU�ƭQGV�DQ�;66
 hole in a Web application.

���7KH�DWWDFNHU�GLVWULEXWHV
� WKH�PDOLFLRXV�;66�OLQN�YLD
� VRFLDO�HQJLQHHULQJ�WR
� XQVXVSHFWLQJ�XVHUV�

���7KH�DWWDFNHU�FUHDWHV�DQ�DWWDFN�85/
� IRU�VWHDOLQJ�VHQVLWLYH�LQIRUPDWLRQ
� DQG�GLVJXLVHV�LW�VR�WKDW�LW�DSSHDUV
� OHJLWLPDWH�

���:KHQ�WKH�YLFWLP�ORJV�LQ�
� -DYD6FULSW��ZKLFK�LV�HPEHGGHG�
� ZLWK�WKH�PDOLFLRXV�;66�OLQN�
� H[HFXWHV�DQG�WUDQVPLWV�WKH
� YLFWLPoV�ORJLQ�LQIRUPDWLRQ�WR�
 the attacker.

)LJXUH����VKRZV�WKH�WRS�ƭYH�YXOQHUDELOLWLHV�GLVFRYHUHG�ZLWK�VWDWLF�DQDO\VLV�LQ�������DQG�LQFOXGHV�
the relative percentage of applications impacted by each vulnerability category.

Figure 10.�7RS�ƭYH�YXOQHUDELOLWLHV�GLVFRYHUHG�ZLWK�VWDWLF�DQDO\VLV�LQ������YLD�+3�)RUWLI\�RQ�'HPDQG�
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The static results reveal that information leakage, problems with cryptographic storage, and 
LQMHFWLRQV�ƯDZV�ZHUH�DOO�KHDYLO\�UHSUHVHQWHG��1RW�UHYHDOHG�LQ�WKH�WRS�ƭYH�UHVXOWV�LV�WKH�IDFW�
WKDW�UHƯHFWHG�FURVV�VLWH�VFULSWLQJ��DV�LOOXVWUDWHG�LQ�)LJXUH����ZDV�UHWXUQHG�LQ����SHUFHQW�RI�WKH�
DSSOLFDWLRQV��:KLOH�QRW�LQ�WKH�WRS�ƭYH��WKDWoV�VWLOO�VLJQLƭFDQW�ZKHQ�FRPELQHG�ZLWK�WKH�RWKHU�
ƭQGLQJ�RI�WKLV�UHSRUW�

Evidence from both sample sets leaves little doubt that Web applications continue to be 
SODJXHG�E\�ZHDNQHVVHV�GHHPHG�FULWLFDO�E\�YDULRXV�LQGXVWU\�VWDQGDUGV��7KH�WRS�ƭYH�YXOQHUDELOLW\�
FDWHJRULHV�WKDW�GRPLQDWH�WKH�ƭQGLQJV�DUH�RIWHQ�UHVSRQVLEOH�IRU�H[SRVLQJ�:HE�DSSOLFDWLRQV�WR�
VHYHUH�ULVNV�OLNH�LQIRUPDWLRQ�WKHIW��SULYLOHJH�HVFDODWLRQ��DQG�VR�RQ��%RWK�WKHVH�GDWD�VHWV�OHDG�XV�
to conclude that organizations continue to fail in applying consistent remediation to ubiquitous 
vulnerabilities such as cross-site scripting and information leakage.
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$OVR�ZRUWK�QRWLQJ�LV�WKDW�WKH�PRVW�SUROLƭF�YXOQHUDELOLW\�XVHG�E\�DWWDFNHUV�LQ�FRQMXQFWLRQ�ZLWK�
RWKHU�NQRZQ�YXOQHUDELOLWLHV�LV�LQIRUPDWLRQ�OHDNDJH��:KLOH�D�VSHFLƭF�SLHFH�RI�LQIRUPDWLRQ�PLJKW�
not seem important, it might be the one key component that allows an attacker to escalate a 
technique and conduct a more devastating attack. At the end of the day, a successful attack is 
prepared through careful information gathering and reconnaissance techniques.

Web application risk: a case study 

&RPSDQ\�SURƭOH�
/DUJH��PRUH�WKDQ���������HPSOR\HHV��PXOWLQDWLRQDO�RUJDQL]DWLRQ�ZLWK�UHYHQXHV�H[FHHGLQJ�����ELOOLRQ�86'�
for FY2012 

7KLV�FRPSDQ\�KDV�DQ�DFWLYH�VHFXULW\�SURJUDP�LQ�SODFH��7KH�ƭQGLQJV�LQGLFDWH�KRZ�PXFK�GLOLJHQFH�LW�WDNHV�
to fully manage application security risk. The following results are from over 1,300 unique dynamic 
assessments conducted against various sites the company maintains. In the modern application security 
era, one vulnerability can often be too many. 

The results:

r������SHUFHQW�RI�WKH�DVVHVVPHQWV�UHYHDOHG�SHUVLVWHQW�FRRNLHV��7KH�(XURSHDQ�1HWZRUN�DQG�,QIRUPDWLRQ�
6HFXULW\�$JHQF\��(1,6$��KDV�UHIHUUHG�WR�WKHVH�DV�pELWWHUVZHHWq�FRRNLHV��3HUVLVWHQW�FRRNLHV�JUHDWO\�
increase the probability that replay attacks will occur because of the lengthened time cookies remain 
YDOLG��,QIRUPDWLRQ�GLVFORVXUH�DW�pVKDUHGq�NLRVNV��HWF���FDQ�DOVR�SURGXFH�SHUVLVWHQW�FRRNLHV��%HFDXVH�WKHVH�
are used to track behavior, and so on, it’s likely that security considerations were somewhat outweighed 
E\�WKH�FRRNLHVo�SRWHQWLDO�pEHQHƭWq�WR�WKH�FRUSRUDWLRQ�

r�-XVW�XQGHU�KDOI��������SHUFHQW��RI�WKH�VLWHV�ZHUH�YXOQHUDEOH�WR�VRPH�IRUP�RI�FURVV�VLWH�VFULSWLQJ��

r�$OPRVW�RQH�ƭIWK��������SHUFHQW��RI�WKH�VLWHV�FRQWDLQHG�D�pPL[HG�VFKHPHq�XQHQFU\SWHG�ORJLQ�IRUP�ZKHUH�
information from an HTTP page was posted to an HTTPS page or vice versa.

r�������SHUFHQW�RI�WKH�DVVHVVPHQWV�ZHUH�YXOQHUDEOH�WR�VRPH�IRUP�RI�64/�LQMHFWLRQ��:KDW�ZDV�UHDOO\�
LQWULJXLQJ�LV�WKDW�������SHUFHQW�RI�WKH�DVVHVVPHQWV�FRQƭUPHG�EOLQG�64/�LQMHFWLRQ�YXOQHUDELOLWLHV��
Considering how particularly nasty blind SQL injection is and that even one such vulnerability can often be 
used to compromise a system, this percentage is very dangerous. 

r�$QRWKHU�ƭIWK�������SHUFHQW��RI�VLWHV�ZHUH�YXOQHUDEOH�WR�ORJLQV�VHQW�RYHU�DQ�XQHQFU\SWHG�FRQQHFWLRQ��7KLV�
means that the form did not utilize SSL.

r������SHUFHQW�RI�VLWHV�ZHUH�VXVFHSWLEOH�WR�ORFDO�ƭOH�LQFOXVLRQ�UHDG�YXOQHUDELOLWLHV��,I�VHQVLWLYH�HQRXJK��WKH�
FRQWHQWV�RI�WKH�ƭOH�FRXOG�EH�XVHG�WR�WDNH�FRQWURO�RI�WKH�V\VWHP��

Devastating attacks
In addition to statistics, security intelligence also requires observation and insight. To that 
end, the following section summarizes a list of devastating attacks that HP Fortify on Demand 
penetration testers discovered in the wild during 2012. Every account was discovered with 
permission during approved engagements against production sites ranging in technical acuity 
from trivial to challenging. The common thread among them was that all of the attacks had 
extremely serious consequences if discovered by a malicious attacker. The customer names 
have not been included for obvious reasons, but the industries themselves are listed in order 
to illustrate the danger and relevance of the attacks. While these examples are anecdotal in 
nature, they do take advantage of the experience and opinions of our penetration testers in a 
way that simple statistics do not. As always, security is more than just products. It’s a process. 

Injection and improper input validation hacks 
Industries: petrochemical, food processing, energy, and software

8QVDIH�ƭOH�XSORDGV�DQG�VHFXULW\�PLVFRQƭJXUDWLRQ��A thick client program allowed any 
user to upload malware via its upload function to a Web server that had no anti-malware 
protection. The program had about 30,000 users worldwide, so this was particularly dangerous. 
2EYLRXVO\��LW�LV�LPSHUDWLYH�WKDW�ƭOH�XSORDG�IXQFWLRQDOLW\�H[HUFLVH�H[WUHPH�SUHMXGLFH�ZLWK�UHJDUG�
WR�DFFHSWDEOH�ƭOH�W\SHV��)LJXUH����VKRZV�WKH�FRQVHTXHQFHV�RI�WKLV�VFHQDULR�
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Figure 11. Allowing unvalidated user uploads can have severe consequences 
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Blind SQL injection: *XLGHG�VHDUFK�IXQFWLRQDOLW\��D�VHULHV�RI�FKHFNER[HV�GHVLJQHG�WR�KHOS�
FRQVXPHUV�QDUURZ�GRZQ�WKHLU�VHDUFK�FULWHULD��ZLWKRXW�LQSXW�YDOLGDWLRQ�UHVXOWHG�LQ�WKH�H[SRVXUH�
RI����GDWDEDVHV�DQG�GDWDEDVH�V\VWHP�XVHU�,'V�DQG�SDVVZRUG�KDVKHV��LQFOXGLQJ�WKH�V\VWHP�
DGPLQLVWUDWRU�DFFRXQW��%OLQG�64/�LQMHFWLRQ�FDQ�EH�GLưFXOW�WR�ƭQG�EHFDXVH�LW�UDUHO\�UHYHDOV�HUURU�
messages and manifests itself as anomalous application behavior. Parameterized queries, 
DOVR�NQRZQ�DV�SUHSDUHG�VWDWHPHQWV��HƫHFWLYHO\�SUHYHQW�64/�LQMHFWLRQ�DWWDFNV�ZKHQ�SURSHUO\�
implemented.� Figure 12 shows this sequence.

Cleartext SQL: During testing of a thick client application, it was discovered that the client 
was executing SQL statements directly to the back-end SQL server with administrator-level 
SHUPLVVLRQV�RYHU�+773��%\�UHYHUVH�HQJLQHHULQJ�WKH�SURWRFRO�DQG�WKURXJK�PDQLSXODWLRQ��XVHU�
SULYLOHJH�HVFDODWLRQ�DQG�SDVVZRUG�PRGLƭFDWLRQ�ZDV�DFKLHYHG��VHH�)LJXUH������

/RFDO�ƭOH�LQFOXVLRQ��'LUHFWRU\�WUDYHUVDO�DQG�ORFDO�ƭOH�LQFOXVLRQ�WHFKQLTXHV�ZHUH�XVHG�WR�YLHZ�
WKH�FRQWHQWV�RI�WKH�:HE�VHUYHUoV�EDFNXS�VHFXULW\�DFFRXQWV�PDQDJHU��6$0��ƭOH��ZKLFK�DOORZHG�
the passwords to be cracked. Within 10 minutes, local administrator access to the system was 
gained, allowing for complete compromise. Input validation routines, both inherent within the 
DSSOLFDWLRQ�DQG�DW�WKH�:HE�VHUYHU�FRQƭJXUDWLRQ�OHYHO��ZRXOG�KDYH�HOLPLQDWHG�WKLV�YHFWRU�

6HFXULW\�PLVFRQƭJXUDWLRQ�KDFNV
Industries: petrochemical and international banking

Failure to restrict access to sensitive directories: In this case, the discovered directory was 
“https://www.example.com/passwords/”. Understandably, there shouldn’t be a “passwords” 
folder, at least not publicly. The folder was accessible via Web browsers with no authentication 
DQG�LQFOXGHG�D�GLUHFWRU\�OLVWLQJ�RI�WH[W�ƭOHV�ZLWK�QDPHV�OLNH�pSDVVZRUGV�SURMHFWq��LQFOXGLQJ�
pSDVVZRUGV�V\VWHPVq��&OLFNLQJ�RQ�D�ƭOH�RSHQHG�D�WH[W�GRFXPHQW�ZLWK�D�OLVW�RI�XVHUV�DQG�
passwords in the format: user:password. One of the lists even contained “sysadmin:{password} 
DGPLQ�^SDVVZRUG`�HWFfq��VHH�)LJXUH������7KLV�LOOXVWUDWHV�WKH�QHHG�IRU�DQG�WKH�LPSRUWDQFH�
of post-automated scan validation, as this seemingly low-risk vulnerability could easily be 
disregarded by the customer. In addition, the problem could have been avoided if access to the 
directory had been properly restricted.

WebDAV enabled allowing remote write: WebDAV was enabled on a particular Web server in 
D�ZD\�WKDW�DOORZHG�UHPRWH�DSSOLFDWLRQ�XVHUV�WR�LQWHUDFW�ZLWK�WKH�KRVW�DQG�ZULWH�ƭOHV�WR�DUELWUDU\�
GLUHFWRULHV��%\�OHYHUDJLQJ�WKLV�YXOQHUDELOLW\��D�FXVWRP�EDFNGRRU�ZDV�XSORDGHG�DQG�VXEVHTXHQWO\�
H[HFXWHG�E\�EURZVLQJ�WR�WKH�85/�SDWK�RI�WKH�QHZO\�WUDQVIHUUHG�ƭOH��2QFH�H[HFXWHG��LW�DOORZHG�
full control of the Web server. If scoped for further testing, the tester would have been able to 
continue the attack against other hosts on the internal corporate network—a process known  
as pivoting. Removing WebDAV access and extraneous HTTP methods could have prevented 
this attack.

SQL injection and weak input validation controls: $�64/�ƭOWHU�ZDV�ƭOWHULQJ�HYHU\WKLQJ�EXW�
the “OR” operator. This basically means that by including “OR” in a SQL statement that any 
command after it would be executed on the system. Parameterizing queries will prevent SQL 
LQMHFWLRQ�DWWDFNV��)LJXUH����EUHDNV�GRZQ�WKH�VHTXHQFH�RI�D�64/�LQMHFWLRQ�DWWDFN�
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Figure 15.�%UHDNGRZQ�RI�D�64/�LQMHFWLRQ�DWWDFN
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6$3�PLVFRQƭJXUDWLRQ��7KH�HQWLUH�FUHGLW�FDUG�GDWDEDVH�ZDV�DFFHVVHG�DQG�GXPSHG�WR�D�ƭOH��7KH�
6$3�LPSOHPHQWDWLRQ�KDG�SRRUO\�FRQƭJXUHG�FRQWUROV��DOORZLQJ�FXVWRPHU�VHUYLFH�UHSUHVHQWDWLYHV�
WR�UXQ�VHQVLWLYH�WUDQVDFWLRQV��LQFOXGLQJ�WKH�+5�GDWD�EURZVHU��6(�����7KLV�FDSDELOLW\�ZDV�XVHG�WR�
browse and load the entire contents of the customer credit card data table. Given access in this 
manner, the entire data set could easily be exported using lowest-privilege SAP accounts.

Authentication, session, logic, and miscellaneous hacks
Industries: airline, international banking, and energy

Enumeration of airline tickets through mobile QR code Web services: Testers were able to 
reverse engineer part of the Web service function to create ticket numbers. Fake ticket QR codes 
IRU�DLUOLQH�ƯLJKWV�ZHUH�WKHQ�JHQHUDWHG��+\SRWKHWLFDOO\�VSHDNLQJ��H[SORLWDWLRQ�PD\�KDYH�HQDEOHG�
DWWDFNHUV�WR�Ư\�IRU�IUHH�E\�DOORZLQJ�WKHP�WR�FKHFN�LQ�YLD�WKHLU�PRELOH�GHYLFHV�LQ�WKH�DEVHQFH�RI�
HƫHFWLYH�FRPSHQVDWLQJ�FRQWUROV��8VLQJ�DQ�LQGXVWU\�VWDQGDUG�UDQGRPL]DWLRQ�IXQFWLRQ�IRU�WLFNHW�
numbers could also have prevented this problem.

Figure 16. Easily reversible dynamic password generation
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Easily reversible dynamic password generation: The thick client application being tested 
FRPPXQLFDWHG�ZLWK�D�:HE�VHUYLFH�WKDW�ƭUVW�DXWKHQWLFDWHG�WKH�XVHU�DWWHPSWLQJ�WR�ORJ�LQ��1H[W��
the application requested the password to the back-end database server. The password was 
RULJLQDOO\�HQFU\SWHG�GXULQJ�WUDQVPLVVLRQ��EXW�E\�FRPELQLQJ�DQRWKHU�64/�DWWDFN��D�ƯDJ�LQ�WKH�
GDWDEDVH�ZDV�DEOH�WR�EH�ƯLSSHG��DQG�WKHUHE\�WXUQ�Rƫ�WKLV�HQFU\SWLRQ��,W�DSSHDUHG�WKH�V\VWHP�
implemented dynamic passwords that changed frequently; however, after gathering multiple 
passwords, a pattern emerged. The password was time based and therefore easily guessable. 
'LUHFW�DFFHVV�WR�WKH�GDWDEDVH�ZLWK�DGPLQLVWUDWLYH�SHUPLVVLRQV�ZDV�FRQƭUPHG��DOORZLQJ�IRU�
FRPSOHWH�FRPSURPLVH�RI�WKH�V\VWHP��VHH�)LJXUH������

Web service allowed direct SQL queries: An application allowed connections to its back-
end database via a Web-based interpreter that was accessible to the Internet without 
authentication. With limited knowledge of SQL, an attacker could easily retrieve all records 
in the client database, including full user account details: user names, passwords, and email 
DGGUHVVHV��DPRQJ�RWKHU�SHUVRQDOO\�LGHQWLƭDEOH�LQIRUPDWLRQ��3,,��

%\�VKDULQJ�WKHVH�DFFRXQWV�RI�UHDO�ZRUOG�SHQHWUDWLRQ�WHVWLQJ�ƭQGLQJV��RXU�JRDO�LV�WR�GUDZ�
attention to the limitless creativity and endless determination of malicious attackers. 
3HQHWUDWLRQ�WHVWHUV�HPXODWH�WKHVH�WHFKQLTXHV�LQ�DQ�HƫRUW�WR�HƫHFWLYHO\�WHVW�HDFK�VHFXULW\�
control to help ensure that sensitive data and application capabilities are protected. As 
demonstrated in these accounts, automated security testing alone is an incomplete measure of 
an environment’s overall security posture and must be supplemented with manual analysis.

In the next section, HP’s software security researchers aim to highlight a crucial vulnerability 
often used in combination with many of the attacks and techniques mentioned earlier whose 
HƫHFWLYH�PLWLJDWLRQ�KDV�\HW�WR�EH�KROLVWLFDOO\�DGRSWHG�

The X-Frame-Options header—a failure to launch
In order to illustrate the constantly changing nature of Web application security, researchers 
from the HP Software Security Research group examined an established vulnerability formally 
UHIHUUHG�WR�DV�FURVV�IUDPH�VFULSWLQJ��;)6���;)6�LV�DQ�LPSRUWDQW�WRRO�IRU�DQ\�DWWDFNHU�WU\LQJ�WR�
craft a phishing or social engineering attack and can be exploited to load a vulnerable website 
inside an HTML iFrame tag on an attacker-controlled malicious page. This enables the attacker 
to capture events, such as keystrokes, invoked by any user on the victim website. 

XFS vulnerabilities also pave the way for clickjacking� attacks, which deceive users into clicking 
certain elements on the victim website loaded inside an invisible iFrame tag. Often, this results 
in unintended and possibly even privileged actions. For years, researchers have warned against 
WKH�LQHƫHFWLYHQHVV�RI�VFULSW�EDVHG�IUDPH�EXVWLQJ�SURWHFWLRQV�LQ�PLWLJDWLQJ�WKH�WKUHDW�RI�;)6��
Developers and supporting server administrators, however, continue to rely solely on the 
-DYD6FULSW�EDVHG�PHFKDQLVP��)LJXUH�����WR�GHWHFW�;)6�EDVHG�H[SORLWV��

Various mitigations proposed against XFS have repeatedly proven to be incomplete or 
LQHƫHFWLYH��7KH�PRVW�SRSXODU�RI�WKHVH�PLWLJDWLRQV�LV�WKH�XVH�RI�-DYD6FULSW�IUDPH�EXVWLQJ�ORJLF��
RU�HVVHQWLDOO\�D�FOLHQW�VLGH�VFULSW�WKDW�UHVHPEOHV�WKH�RQH�VKRZQ�LQ�)LJXUH�����

Figure 17. Typical JavaScript frame-busting logic

<script>
      if (top!=self) top.location.href = self.location.href;
</script>
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Aside from many variations to this technique that can easily be found online, counter-
mitigations have also been created that defeat these variants as well, essentially amounting to 
the classic game of whack-a-mole.

$V�VKRZQ�LQ�)LJXUH�����WKH�ƭUVW�GRFXPHQWHG�;)6�YXOQHUDELOLW\�ZDV�GLVFRYHUHG�RYHU����\HDUV�
ago.� Since then, clickjacking has become a household vulnerability, yet less than one percent of 
our sample set included the best known mitigation, the X-Frame-Options header. 

Figure 18.�$�EULHI�KLVWRU\�RI�VLJQLƭFDQW�HYHQWV�VWHPPLQJ�IURP�WKH�GLVFRYHU\�RI�FURVV�IUDPH�VFULSWLQJ��;)6�
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The history of XFS begins as a rather benign report of behavior observed by Jesse Ruderman 
in 20028 and matured into an enabler for what’s commonly referred to as clickjacking today. A 
NH\�FRPSRQHQW�RI�RXU�LGHQWLƭHG�VHFXULW\�UHJUHVVLRQ�ZDV�WKH�GLVFXVVLRQ�RI�DGGLQJ�WKH�VDQGER[�
DWWULEXWH�WR�WKH�GUDIW�+70/��VSHFLƭFDWLRQ�IRU�WKH�L)UDPH�WDJ�LQ�PLG�������

Researchers have demonstrated numerous counter-mitigations made possible by either 
browser bugs or JavaScript tricks. The latest addition to this list, as shown in Figure 19, is 
WKH�XVH�RI�D�VHFXULW\�IHDWXUH�LQWURGXFHG�LQ�WKH�+70/��VSHFLƭFDWLRQ�LQ�WKH�IRUP�RI�WKH�L)UDPH�
sandbox attribute that attackers can exploit to disable JavaScript frame-busting protections. 

Figure 19. iFrame sandbox attribute 

<iframe sandbox=”allow-scripts” src=”http://example.com/”></iframe> 

7KH�XVH�RI�WKH�VDQGER[�DWWULEXWH�LV�WR�JUDQW�VFULSW�H[HFXWLRQ�SHUPLVVLRQ��DOORZ�VFULSWV��WR�WKH�
IUDPHG�YLFWLP��$V�D�VLGH�HƫHFW��DQ\�IUDPH�EXVWLQJ�ORJLF�XVHG�E\�H[DPSOH�FRP�LV�HƫHFWLYHO\�
GLVDEOHG�E\�GHQ\LQJ�LW�WKH�DOORZ�WRS�QDYLJDWLRQ�SHUPLVVLRQ�LQ�LWV�VDQGER[�VSHFLƭFDWLRQ�

%\�XVLQJ�WKH�VDQGER[�DWWULEXWH��WKLV�WHFKQLTXH�HƫHFWLYHO\�DOORZV�DQ�DWWDFNHU�WR�E\SDVV�
any frame-busting attempts by developers to protect against third-party site framing and 
FOLFNMDFNLQJ��%URZVHU�YHQGRUV�KDYH�LQWURGXFHG�DQG�DGRSWHG�D�PXFK�VWURQJHU��SROLF\�EDVHG�
mitigation technique using the X-Frame-Options header. Developers can use this header to 
instruct the browser about appropriate actions to perform if their site is included inside an 
iFrame. Unfortunately, the adoption rate of this feature among Web developers is very low, 
which allows attackers a vast playground of potentially exploitable sites as they discover new 
techniques to circumvent frame-busting scripts. This makes the adoption and implementation 
of the X-Frame-Options header that much more critical, as it’s the de facto solution to this 
LVVXH��DQG�UHPDLQV�HƫHFWLYH�HYHQ�ZKHQ�IDFHG�ZLWK�WKH�QHZ�+70/��VDQGER[�DWWULEXWH��+HUHLQ�
lies the impetus for this research project and the formation of our initial question, “How many 
domains include X-Frame-Options headers, and how many of them do so correctly?”
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Sample set collection 
As part of this study, the HP Fortify Software Security Research Group conducted research to 
gauge how widespread weak XFS mitigation practices continue to be adopted and relied upon. 
2XU�ƭQGLQJV�DOVR�KLJKOLJKW�WKH�UHOXFWDQFH�DQG�VORZ�DGRSWLRQ�UDWH�RI�PRUH�VHFXUH�SUDFWLFHV�
recommended by browser and industry security experts.

Alexa9 was used to populate a collection of 100,000 of the most popular websites in order to 
SURGXFH�D�OLVW�GLVWULEXWHG�RYHU�PDQ\�GLƫHUHQW�LQGXVWULHV��$IWHU�WKH�LQLWLDO�OLVW�RI���������85/V�
was created, the top-level requests were assembled by concatenating “http://” to the resulting 
URL, for example:

“http://” + example.com = http://example.com

1H[W��WKH�QHZO\�IRUPHG�85/�ZDV�UHTXHVWHG��DQG�WKH�UHVXOWLQJ�UHVSRQVH�ZDV�SDVVLYHO\�H[DPLQHG�
for the following values:

r�The presence of the X-Frame-Options header and its respective values.

r�7KH�SUHVHQFH�RI�D�SDVVZRUG�ƭHOG�LQ�WKH�UHVSRQVH�IURP�WKH�WRS�OHYHO�UHTXHVW��,W�LV�DVVXPHG�
WKDW�D�SDVVZRUG�ƭHOG�LQGLFDWHV�D�OHYHO�RI�VHQVLWLYLW\�WKDW�PXVW�EH�SURWHFWHG�E\�WKH�DSSOLFDWLRQ�

r�If the presence of the X-Frame-Options header was not observed, additional testing was 
performed on the target URL in order to discern whether any attempt to thwart XFS attacks 
KDG�EHHQ�LPSOHPHQWHG��8VH�RI�-DYD6FULSW��RU�&DVFDGLQJ�6W\OH�6KHHWsEDVHG�PLWLJDWLRQ�ZDV�
recorded for further analysis.

Findings
90 percent of the samples analyzed made no attempt to protect themselves against XFS. Of 
WKH�GRPDLQV�ZLWK�;)6�SURWHFWLRQ�LQ�SODFH�����SHUFHQW�DUH�VWLOO�UHO\LQJ�RQ�WKH�ZHDN�VFULSW�EDVHG�
PLWLJDWLRQ��2I�WKH���������GRPDLQV�WHVWHG���������KDG�SDVVZRUG�ƭHOGV�SUHVHQW�RQ�WKH�WRS�OHYHO�
request, with only 101 of those specifying an X-Frame-Options header. That’s 0.1 percent of 
the sample that’s protected. Furthermore, over 99 percent of the sample set neglected to 
specify an X-Frame-Options header, while 19 percent of the sample set had a reason to include 
the X-Frame-Options header but didn’t.

7KH�ƭQGLQJV�LQGLFDWH�WKDW�GHYHORSHUV�DUH�HLWKHU�VWLOO�ODFNLQJ�VXưFLHQW�DZDUHQHVV�RI�WKH�WKUHDW�
SRVHG�E\�;)6�YXOQHUDELOLWLHV�RU�DUH�XQZLOOLQJ�WR�LQYHVW�WKH�HƫRUW�LQWR�SURWHFWLQJ�WKHLU�YLVLWRUV�
IURP�EHLQJ�YLFWLPL]HG��:KLOH�������VDPSOHV�HPSOR\HG�SURWHFWLRQV�DJDLQVW�;)6��RQO\����SHUFHQW�
opted to use the recommended X-Frame-Options header. 1,432 samples were found to be still 
XVLQJ�HLWKHU�-DYD6FULSW�EDVHG�RU�&DVFDGLQJ�6W\OH�6KHHWsEDVHG�PLWLJDWLRQ�WHFKQLTXHV��ZKLFK�
KDYH�SURYHQ�LQVXưFLHQW��VHH�)LJXUH�����

7KH�����GRPDLQV�UHO\LQJ�RQ�WKH�;�)UDPH�2SWLRQV�KHDGHU�GLVSOD\HG�WKH�IROORZLQJ�GLVWULEXWLRQ�RI�
values: 

��������RI�����GRPDLQV�VSHFLƭHG�ZLWK�DQ�;�)UDPH�2SWLRQV�KHDGHU�ZHUH�p6$0(25,*,1q

��������RI�����GRPDLQV�VSHFLƭHG�ZLWK�DQ�;�)UDPH�2SWLRQV�KHDGHU�ZHUH�p'(1<q

�������RI�����ZHUH�VSHFLƭHG�XVLQJ�p$OORZ�IURPq

������RI�����VXSSOLHG�YDOXHV�LQFRQVLVWHQW�ZLWK�WKH�,(7)�GUDIW10 

1RQH�RI�WKH����GRPDLQV�XVLQJ�WKH�$OORZ�IURP�DWWULEXWH�VSHFLƭHG�WKH�ZLOGFDUG��
��YDOXH�WR�
mitigate the risk of open access policy. Figure 21 shows these values as percentages.
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Figure 20. Cross-frame scripting mitigations
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Cross-frame scripting: in conclusion
We realize that not every resource needs to be protected against XFS. However, the fact 
remains that there are valid situations that demand adequate protection. One such metric 
applied to identify these cases during the study was the presence of a password input form 
ƭHOG��$XWKHQWLFDWLRQ�SDJHV�IDFH�WKH�KLJKHVW�ULVN�IURP�D�FOLFNMDFNLQJ�DWWDFN��DQG�E\�IRFXVLQJ�RQ�
SDJHV�ZLWK�SDVVZRUG�ƭHOGV��WKH�DQDO\VLV�DWWHPSWV�WR�FRUUHODWH�WKH�VHQVLWLYLW\�RI�D�UHVRXUFH�DQG�
WKH�HƫRUW�LQYHVWHG�LQ�SURWHFWLQJ�LW��2QH�RI�WKH�PRUH�FRPSHOOLQJ�VWDWLVWLFV�IURP�WKH�DQDO\VLV�LV�
that only 103 out of 100,000 domains adequately protected pages with sensitive password 
ƭHOGV�SUHVHQW��7KDWoV�D�VWDJJHULQJ������SHUFHQW�DQG�VXJJHVWV�WKDW�WKH�SRZHU�DQG�HƫHFWLYHQHVV�
of the X-Frame-Options header has not been adequately evangelized, adopted by server 
administrators, or requested by developers. 

It’s worth mentioning that while a little over 80 percent of the responses didn’t include a 
SDVVZRUG�ƭHOG��WKDW�GRHVQoW�PHDQ�WKH�FRQWHQW�LV�QRW�ZRUWK�SURWHFWLQJ��6LPSO\�VWDWHG��WKH�
VDPSOH�GLGQoW�LQFOXGH�D�SDVVZRUG�ƭHOG�RQ�WKH�WRS�OHYHO�UHTXHVW��VR�LWoV�YHU\�OLNHO\�WKDW�PDQ\�
more sites are at risk when delving deeper into the site tree. The more important metric to 
pay attention to is the percentage of sites without an X-Frame-Options headers present—an 
overwhelming 99 percent.

After closely analyzing specialized research covering XFS analysis, the next section will  
refocus attention to arguably the most popular information security topic of 2012, mobile 
application security. 

Mobile application security

It’s obvious from standing in line for more than 10 seconds anywhere that the use of mobile 
GHYLFHV�KDV�H[SORGHG��,Q�IDFW�������IRU�WKH�ƭUVW�WLPH�VDZ�PRUH�VPDUWSKRQHV�VROG�WKDQ�ODSWRSV�
and desktops combined.11 That rise in usage has also come with a commensurate rise in risk, 
especially as businesses try to capitalize on the advantages mobility provides. As we saw 
HDUOLHU��WKH�269'%�UHSRUWHG�D����SHUFHQW�LQFUHDVH�LQ�VXEPLVVLRQ�RI�PRELOH�YXOQHUDELOLWLHV�
VLQFH�����tD�����SHUFHQW�LQFUHDVH�RYHU�WKH�ODVW�ƭYH�\HDUV��'XULQJ�RXU�WHVWLQJ��RQH�WKLQJ�KDV�
repeatedly rung true. If you have data, attackers will come for it. 

To gauge the current state of mobile application security, The HP Fortify on Demand team 
JDWKHUHG�UHVXOWV�IURP�RYHU����PRELOH�DSSOLFDWLRQV�IRU�VHFXULW\�YXOQHUDELOLWLHV��7KLV�VDPSOH� 
VHW�FRYHUHG�PRUH�WKDQ����XQLTXH�RUJDQL]DWLRQV�DQG�PXOWLSOH�LQGXVWULHV�UDQJLQJ�IURP�VPDOO� 
to global, so it should serve as a fairly accurate representation of an average mobile  
DSSOLFDWLRQ��7KH�UHVXOWV�VKRZ�WKDW�WKH�VDPH�VHFXULW\�YXOQHUDELOLWLHV�WKDW�DƫHFW�UHJXODU�
DSSOLFDWLRQV�DOVR�DƫHFW�PRELOH�RQHV��7KH�UHVXOWV�DOVR�VKRZHG�WKDW�RQH�SUREOHP�VWRRG�RXW� 
above the rest. Given the realities of the modern IT landscape, information leakage is an 
especially widespread and pernicious problem. The increasing demand for information from 
the mobile workforce—combined with increasingly pervasive cloud services and a wave of 
unmanaged consumer-grade devices on the corporate network—presents a noteworthy 
challenge for many organizations.

Sensitive data leakage over insecure channels
Data leakage has been a long-standing issue among Web applications. While data leakage 
can seem low key, it is often a seemingly innocuous piece of information that lets an attacker 
escalate his or her attack methodology to conduct a more dangerous one. The same is true 
LQ�PRELOH�DSSOLFDWLRQV��2YHU�WKUHH�IRXUWKV�RI�WKH�PRELOH�DSSOLFDWLRQV�����SHUFHQW��LQ�RXU�
survey were susceptible to information leakage vulnerabilities. We discovered that a user’s 
personal data was often sent over unencrypted network protocols such as HTTP. Much of this 
information was simple, such as names, addresses, and phone numbers. However, across our 
VDPSOH�VHW�WKLV�GDWD�DOVR�LQFOXGHG�WKH�FXUUHQW�ORFDWLRQ�RI�WKH�XVHU��DV�ZHOO�DV�WKH�VSHFLƭF�GHYLFH�
LGHQWLƭHU��DND�WKH�8','��
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7KH�GHYLFH�LGHQWLƭHU�LV�YHU\�LPSRUWDQW��LQ�WKDW�LW�FDQ�EH�OHYHUDJHG�IRU�LQFUHGLEO\�WDUJHWHG�DWWDFNV�
DJDLQVW�VSHFLƭF�XVHUV��,I�WKH�JHRORFDWLRQ��XQLTXH�GHYLFH�LGHQWLƭHU��DQG�SHUVRQDO�GHWDLOV�RI�WKH�
device owner could all be intercepted via a vulnerable application, the real-world implications 
are staggering. An attacker could locate a “target” in the real world, and then what might 
happen is open-ended. It presents a frightening scenario most people don’t imagine. Of course, 
simple run-of-the-mill application exploitation could also take place. Imagine this scenario: if 
the application has been sending the UDID, full name, address, and so on, to a vulnerable Web 
service, and that Web service is susceptible to SQL injection, then it’s easily conceivable that 
every bit of data on that mobile device could be accessed. It’s amazing how far information 
leakage can take an attacker given the right set of circumstances, and none of them is out of the 
realm of the probable, let alone possible.

Data transmitted over insecure channels was not limited to personal data—application data 
was also not secure. We discovered login information, user credentials, session IDs, tokens, and 
sensitive company data all being sent over unencrypted network protocols like HTTP. Imagine 
WKH�FRQVHTXHQFHV�IRU�D�YXOQHUDEOH�EDQNLQJ�DSSOLFDWLRQ��,I�FUHGHQWLDOV��VHVVLRQ�LGHQWLƭHUV��
LGHQWLƭDEOH�SHUVRQDO�LQIRUPDWLRQ��RU�RWKHU�VHQVLWLYH�GDWD�DUH�EHLQJ�WUDQVPLWWHG�WR�D�EDFN�HQG�
server, the transmission should be secure. Otherwise, data could be intercepted by an attacker 
XVLQJ�FRPPRQ�QHWZRUN�SDFNHW�FDSWXULQJ�WRROV�RU�DSSV��H�J���'URLG6KHHS��

7KH�UHVHDUFK�VKRZHG�WKDW������SHUFHQW�RI�WKH�RI�WKH�DSSOLFDWLRQV�ZHUH�VXVFHSWLEOH�WR�VRPH�
form of authorization vulnerability, including cleartext passwords, hardcoded passwords, and 
passwords included as part of the response. That’s a much higher percentage than we saw in 
“traditional” applications and provides another indication that mobile developers need to do a 
better job taking care of their data. 

Other vulnerabilities that registered in important numbers included stack smashing. More than 
KDOI�RI�WKH�YXOQHUDELOLWLHV���������GLG�QRW�LQFOXGH�SURSHU�SURWHFWLRQ�DJDLQVW�VWDFN�VPDVKLQJ�
attacks. While this oversight will not lead to code execution, it can cause the vulnerable 
application to crash indiscriminately. 

,Q�DGGLWLRQ�������SHUFHQW�RI�WKH�DSSOLFDWLRQV�ZHUH�YXOQHUDEOH�WR�;66��7KLV�ZDV�DFWXDOO\�D�
surprise, as every other set of applications we’ve tested, both mobile and traditional, showed 
higher numbers of XSS vulnerabilities. When the numbers were reviewed more closely, they 
UHYHDOHG�WKDW�WKH�YXOQHUDEOH�DSSOLFDWLRQV�FRQVLVWHG�RI�ERWK�ƭQDQFLDO�DQG�GDWDEDVH�PDQDJHPHQW�
applications. In other words, the low percentage did not diminish the potential impact. 

8QDXWKRUL]HG�DFFHVV�DƫHFWV�DOPRVW�KDOI�RI�PRELOH�DSSV
We sought out more data by seeing what results our partner Security Compass gained from 
WHVWLQJ�DQ�DGGLWLRQDO�VHW�RI�DSSOLFDWLRQV��,Q�PDQ\�ZD\V��WKH\�FRQƭUP�RXU�HDUOLHU�QXPEHUV��

48 percent of the applications were susceptible to unauthorized access vulnerabilities. 
7KHVH�YDOLGDWH�WKH�DXWKHQWLFDWLRQ�YXOQHUDELOLWLHV�������SHUFHQW��WKDW�ZH�HQFRXQWHUHG�LQ�RXU�
earlier sample. The numbers show that mobile developers need to concentrate on preventing 
unauthorized access to mobile applications as much as making them easy for legitimate users 
to access. 

37 percent�RI�WKH�DSSOLFDWLRQV�FRQWDLQHG�VHQVLWLYH�LQIRUPDWLRQ�GLVFORVXUH�LVVXHV�����SHUFHQW�
utilized poor logging practices, and 19 percent contained poor error messages that revealed 
information that could be used by potential attackers. This corroborates our earlier set of data 
DV�ZH�VDZ�WKH�VLJQLƭFDQFH�RI�LQIRUPDWLRQ�OHDNDJH��:KHQ�FRGLQJ�PRELOH�DSSOLFDWLRQV��GHYHORSHUV�
are not considering the security implications of how they store, transmit, and access data. 

33 percent of the applications were vulnerable to XSS attacks. Repeated testing shows 
that XSS poses just as much of a threat to mobile applications as it does to their “grounded” 
counterparts. This set of results is in line with what we see when testing traditional applications. 
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26 percent of the applications employed improper encryption. Encryption on corporate PCs 
LV�QRZ�VWDQGDUG�SURWRFRO�IRU�PRVW�)RUWXQH�����FRPSDQLHV��7HQ�\HDUV�DJR�WKH�QHZV�ZDV�ULIH�
ZLWK�VWRULHV�RI�GDWD�VWROHQ�IURP�ORVW�3&V��7KLV�KDV�GHƭQLWHO\�EHHQ�FXUWDLOHG�LQ�SDUW�EHFDXVH�RI�
legislative requirements, and in part because corporations have learned their lessons the hard 
way. However, these same standards are not yet being applied to mobile devices, and in the age 
RI�EULQJ�\RXU�RZQ�GHYLFH��%<2'���WKDWoV�GDQJHURXV��

Top 10 mobile vulnerabilities 
+3�SDUWQHU�6HFXULW\�&RPSDVV�DOVR�WUDFNHG�PRELOH�YXOQHUDELOLWLHV�DQG�ƯDJJHG�WKHP�E\�W\SH��VHH�
)LJXUH������,Q�RWKHU�ZRUGV��:KDW�DUH�DYHUDJH�DSSOLFDWLRQV�PRVW�YXOQHUDEOH�WR�E\�YXOQHUDELOLW\�
prevalence? What types of attacks by incident are mobile applications most vulnerable to?

2I�WKH�WRS����PRELOH�YXOQHUDELOLWLHV��;66�ZDV�ƯDJJHG�DW�WKH�VHFRQG�KLJKHVW�UDWH��DQG�ZDV�
���SHUFHQW�RI�DOO�WKH�YXOQHUDELOLWLHV�GLVFRYHUHG�LQ�WKDW�VDPSOH�VHW��7KH�QXPEHUV�DOVR�FRQƭUP�
WKDW�ZKHQ�ƯDJJHG�E\�RFFXUUHQFH��LQIRUPDWLRQ�OHDNDJH�DQG�XQDXWKRUL]HG�DFFHVV�DXWKHQWLFDWLRQ�
vulnerabilities show mobile developers how they can better secure their applications by 
IRFXVLQJ�WKHLU�HƫRUWV�RQ�WKRVH�DUHDV��

0RELOH�UHVHDUFKtQHDU�ƭHOG�FRPPXQLFDWLRQ��1)&��IRU�PRELOH�
payment applications
As we’ve seen the rise of mobile application vulnerabilities, it’s also important to look ahead 
DQG�VHH�ZKDW�SRWHQWLDO�QHZ�YXOQHUDELOLWLHV�DUH�RQ�WKH�KRUL]RQ��1HZ�WHFKQRORJLHV�DOZD\V�
LQWURGXFH�SRVVLEOH�VHFXULW\�YXOQHUDELOLWLHV��7KH�PRELOH�SODWIRUP�LV�QR�GLƫHUHQW��2QH�RI�
WKHVH�QHZ�WHFKQRORJLHV�LV�QHDU�ƭHOG�FRPPXQLFDWLRQ��1)&���1)&�LV�D�PHWKRG�RI�FRQWDFWOHVV�
communication of data between devices in close proximity. It is a technology that has already 
EHHQ�DGRSWHG�LQ�(XURSH�DQG�$VLD�DQG�KDV�UHFHQWO\�EHHQ�JDLQLQJ�WUDFWLRQ�LQ�1RUWK�$PHULFD��7KH�
1)&�)RUXP��FRPSULVHG�RI�PHPEHUV�IURP�6RQ\��1RNLD��DQG�3KLOLSV��HQIRUFH�VWULFW�VWDQGDUGV�
IRU�PDQXIDFWXUHUV�GHVLJQLQJ�1)&�FRPSDWLEOH�GHYLFHV��7KLV�SURYLGHV�D�VHFXUH�DUFKLWHFWXUH�DQG�
compatible framework for application vendors to harness this technology for mobile payment 
FDSDELOLWLHV�DQG�GDWD�VKDULQJ��H�J���SHHU�WR�SHHU�PRQH\�H[FKDQJH��

&XUUHQWO\��WKHUH�DUH�VHYHUDO�1)&�FRPSDWLEOH�VPDUWSKRQHV�VXFK�DV�WKH�*RRJOHv�1H[XV����WKH�
6DPVXQJ�*DOD[\�6�,,��DQG�WKH�%ODFN%HUU\�%ROG������DQG�������6HYHUDO�FRPSDQLHV�DUH�FXUUHQWO\�
leveraging this technology:

r�*RRJOH�:DOOHWtD�VHFXUH�FRQWDLQHU�IRU�FUHGLW�FDUG�LQIRUPDWLRQ�WKDW�IDFLOLWDWHV�1)&�WUDQVDFWLRQV

r�0DVWHU&DUG�3D\3DVVtD�FRQWDFWOHVV�SD\PHQW�VHUYLFH��FXUUHQWO\�VXSSRUWHG�RQ�*RRJOH�:DOOHW�

r�Visa payWave—a contactless payment service 

r�PayPal—a “bump” method to transfer money or make payments between users

r�$SSOH�L3KRQHtH[SHFWHG�WR�KDYH�1)&�VXSSRUW�LQ�D�IXWXUH�UHOHDVH��QRW�FRQƭUPHG�12 

Security concerns
There are several attack scenarios to consider when sensitive information such as credit card  
RU�DFFRXQW�QXPEHU�GDWD�LV�EHLQJ�WUDQVPLWWHG�WKURXJK�DQ�1)&�FKDQQHO�RQ�D�PRELOH�GHYLFH�� 
The following are examples of potential real-world cases discussed in the security arena  
more recently: 

Case 1

1)&�WHFKQRORJ\�LV�XVHG�DV�D�SDUW�RI�FRQVXPHU�SD\PHQW�VROXWLRQV�LQ�WZR�VHSDUDWH�
implementations:

r�1)&�FKLS�LQ�FRQVXPHU�FUHGLW�FDUGV�VXFK�DV�0DVWHU&DUG�3D\3DVV�DQG�9LVD�SD\:DYH

r�1)&�XVHG�E\�PRELOH�ZDOOHW�VROXWLRQV
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12  There are currently vendors such as 
DeviceFidelity, which provide third-party 
FRPSRQHQWV�WR�PLPLF�1)&�VXSSRUW�IRU�L3KRQH�
devices. 
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7KH�FKDOOHQJH�ZLWK�WKH�ƭUVW�LPSOHPHQWDWLRQ�LV�WZRIROG��RQH�LV�WKDW�IRU�PRVW�FUHGLW�FDUG�
SURYLGHUV��WKLV�LV�D�PDQGDWRU\�LQVWDOODWLRQ�DQG�VHFRQG�LV�WKDW�E\�GHVLJQ�WKH�1)&�FKLS�LQ�FUHGLW�
FDUGV�LV�DOZD\V�pRQ�q�)RU�H[DPSOH��LI�D�XVHUoV�FUHGLW�FDUG�LV�LQ�WKH�ƭHOG�RI�DQ�DFWLYH�1)&�UHDGHU��
VXFK�DV�WKH�RQH�LQ�D�SRLQW�RI�VDOH��326��WHUPLQDO��WKH�FUHGLW�FDUG�DXWRPDWLFDOO\�WUDQVPLWV�WKH�
XVHUoV�FUHGLW�FDUG�QXPEHU�WR�WKH�UHFHLYLQJ�1)&�UHDGHU��1RZ��FRQVLGHU�WKH�VFHQDULR�WKDW�LQYROYHV�
PRVW�PRGHUQ�PRELOH�GHYLFHV�WKDW�KDYH�EXLOW�LQ�1)&�FKLSV��,Q�WKH�$QGURLG�ZRUOG��WKHUH�DUH�
DSSOLFDWLRQV�WKDW�DUH�GHVLJQHG�WR�DFWLYDWH�WKH�PRELOH�GHYLFHoV�1)&�FKLS�WR�HPXODWH�WKH�EHKDYLRU�
RI�D�326�WHUPLQDOoV�1)&�UHDGHU��%\�XVLQJ�VXFK�D�PRELOH�GHYLFH�DQG�DSSOLFDWLRQ��DQ�DWWDFNHU� 
FDQ�SRWHQWLDOO\�DFWLYDWH�WKH�1)&�FKLS�LQ�KLV�RU�KHU�$QGURLG�GHYLFH�DQG�EXPS�LQWR�SHRSOH�LQ�D�
crowded setting, attempting to scan their credit cards to collect their permanent account 
QXPEHUV��3$1V��

7KH�1)&�PRELOH�ZDOOHW�VROXWLRQV�WHQG�WR�EH�YXOQHUDEOH�WR�WKH�VDPH�EXPS�DQG�VWHDO�DWWDFN�LI�WKH�
VROXWLRQ�LQ�TXHVWLRQ�GRHV�QRW�pWXUQ�Rƫq�RU�GLVHQJDJH�WKH�1)&�FKLS�DIWHU�WKH�XVHU�KDV�FRPSOHWHG�
a transaction. Fortunately, this vulnerability can be easily remediated by mobile wallet solution 
GHYHORSHUV�LI�WKH\�GLVHQJDJH�WKH�1)&�FKLS�DIWHU�XVH�

Case 2

There are several attack scenarios to consider when sensitive information such as credit card or 
DFFRXQW�QXPEHU�GDWD�LV�EHLQJ�WUDQVPLWWHG�WKURXJK�DQ�1)&�FKDQQHO�

r�(DYHVGURSSLQJ��DWWHPSWLQJ�WR�LQWHUFHSW�WKH�1)&�WUDQVPLVVLRQ�GDWD�FRPPXQLFDWLRQ� 
�H�J���1)&�SUR[\�

r�'DWD�PDQLSXODWLRQ��DWWHPSWLQJ�WR�PDQLSXODWH�WKH�1)&�WUDQVPLVVLRQ�GDWD�FRPPXQLFDWLRQ��H�J���
WR�GHWHUPLQH�HUURQHRXV�RXWFRPHV�

r�Interception attacks: attempting to take advantage of active-passive modes of the device to 
VHQG�DQG�UHFHLYH�1)&�WUDQVPLVVLRQ�GDWD�FRPPXQLFDWLRQ

r�7KHIW��DWWHPSWLQJ�WR�JDLQ�XQDXWKRUL]HG�DFFHVV�WR�WKH�PRELOH�SD\PHQW�DSSOLFDWLRQ��DV�LI�
WKH�GHYLFH�ZHUH�VWROHQ�RU�ORVW��DQG�UHYLHZLQJ�WKH�ƭOH�VWRUDJH�RQ�WKH�GHYLFH�IRU�VHQVLWLYH�
information

Case 3

$W�WKH�YHU\�FRUH�RI�WKH�1)&�IXQFWLRQDOLW\�LV�WKH�FRPSRQHQW�FDOOHG�WKH�Secure Element. This has 
WZR�LPSOHPHQWDWLRQ�W\SHV������WKRVH�HPEHGGHG�LQ�WKH�GHYLFH�DQG�����WKRVH�ORDGHG�RQ�D�6,0�
module. In cases where the Secure Element is loaded onto a SIM module, there is a possibility 
for the SIM module to be removed and swapped from an unsuspecting user. This results in 
possible attack scenarios such as:

r�6,0�VZDS�WR�DQRWKHU��VDPH�W\SH��GHYLFH�WR�DWWHPSW�DFFHVV�WR�WKH�FRQWHQWV�RI�WKH�6HFXUH�
(OHPHQW��,Q�VRPH�FDVHV��XVLQJ�DQRWKHU�GHYLFH�RI�D�GLƫHUHQW�W\SH�PD\�RƫHU�XS�DGGLWLRQDO�
access to information of the Secure Element if implemented insecurely. For example, a risk of 
bypassing the payment application- or phone-level password protection by swapping SIMs 
into a matching phone with the payment application and no password.

r�Identify data containing sensitive information in the Secure Element located in the SIM module 
after a restore operation to another device. This may also include possible attacks to clone or 
copy the SIM using an external hardware device.

,W�VKRXOG�EH�QRWHG�WKDW�WKH�GLưFXOW\�LQ�JDLQLQJ�DFFHVV�WR�WKH�6HFXUH�(OHPHQW�SURYLGHV�VRPH�OHYHO�
of assurance about the security posture of the Secure Element on the target device.

Case 4

In some cases, implementing the VMPA on the Secure Element may not have taken all security 
HOHPHQWV�LQWR�FRQVLGHUDWLRQ��)RU�H[DPSOH��LQVXưFLHQW�VLJQLQJ�DQG�DFFHVV�FRQWURO�RI�WKH�903$�
applet such that any application can initialize and make requests to it. This may lead to the 
ability of an unauthorized application to invoke the VMPA applet through the APDU command 
�-65�������$�ZHOO�FUDIWHG�UHTXHVW�PD\�SRWHQWLDOO\�DOORZ�WKH�1)&�UDGLR�WR�EH�WXUQHG�RQ�DQG�
transmit the credit card information.
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$OWKRXJK�PHDQLQJIXO�LQIRUPDWLRQ�DQG�DQDO\VLV�FDQ�EH�REWDLQHG�IURP�D�IRUHQVLF�GHYLFH��LI�DFFHVV�
WR�VXFK�KDUGZDUH�LV�DYDLODEOH���DW�WKLV�WLPH�WKHUH�LV�QR�NQRZQ�WRRO�WKDW�DOORZV�DFFHVV�WR�WKH�
6HFXUH�(OHPHQW�LQIRUPDWLRQ��6HFXUH�(OHPHQW��DV�WKH�QDPH�LPSOLHV��SURYLGHV�VSHFLƭF�VHFXULW\�
PHFKDQLVPV��H�J���DFFHVV�FRQWURO��HQFU\SWLRQ��DQG�VHJUHJDWLRQ��WR�SUHYHQW�H[WUDFWLRQ�RI�SRVVLEOH�
sensitive information. Therefore, explicit forensic access of the Secure Element is not currently 
possible even with a forensic tool from market leaders.

Recommendations
There are certain actions that organizations can take to mitigate the risk from mobile 
application security vulnerabilities. First, applications need to be manually audited and 
assessed before the products are launched to determine if any input injection vulnerabilities  
or information leakage vulnerabilities are present. The code should be analyzed via static 
DQDO\VLV�ZKHQ�EHLQJ�GHYHORSHG�WR�ƭQG�FRGH�EDVHG�YXOQHUDELOLWLHV��$V�ZLWK�DQ\�DSSOLFDWLRQ��LWoV�
much less expensive to address security vulnerabilities during development than once it has 
been released.

Secure data transmission standards should be included as part of any application requirements, 
especially if those applications are being developed by third-party developers. The same is true 
for secure data storage and application logging. Reasonable inter-application communication 
H[SRVXUH�DQG�SHUPLVVLRQV�LQ�DSSOLFDWLRQ�UHTXLUHPHQWV�VKRXOG�EH�VWULQJHQWO\�GHƭQHG��7KHVH�
concerns should all be addressed in the requirements phase and tested during development. 
When performing security testing and analysis on mobile applications, the server-side Web 
services and APIs that the mobile clients talk to should be taken in context and analyzed for 
vulnerabilities. High-risk vulnerabilities may be missed if the two are tested out of context with 
each other. 

Conclusions

For us, this report is a way to provide organizations with the security intelligence they need to 
better understand how to deploy their limited resources so that they can best minimize their 
security risk. As such, there are a number of lessons and trends from 2012 that should not be 
ignored either in the coming year or beyond.

Vulnerability weaponization 
We will continue to see attackers weaponize vulnerabilities to carry out their malicious agendas. 
Those who build exploit kits will continue to focus on vulnerabilities in prevalent software, often 
targeting browsers and browser plug-ins, such as Oracle Java and Adobe® Flash. Similarly,  
we will continue to see a steady rise in the number of publicly disclosed attacks targeting 
VSHFLƭF�WHFKQRORJLHV�DQG�RUJDQL]DWLRQV��&ULPH�RUJDQL]DWLRQV��QDWLRQ�VWDWHV��DQG�KDFNWLYLVWV� 
ZLOO�FRQWLQXH�WR�XVH�F\EHU�DWWDFNV�DV�D�PHWKRG�RI�OHYHOLQJ�WKH�SOD\LQJ�ƭHOG�DJDLQVW�ZHDOWK\� 
RU�SRZHUIXO�WDUJHWV��WKRXJK�WKH�WUXH�PRWLYDWLRQV�EHKLQG�DWWDFNV�ZLOO�RIWHQ�UHPDLQ�GLưFXOW� 
to determine. 

Mobile vulnerabilities
The growth in adoption of mobile technology and its intersection with use in the enterprise will 
continue to introduce considerable risk. As many have noted, the growth of malware on both 
the Android and Apple marketplaces continues to climb. The problem is only exacerbated by the 
fact that enterprises don’t have the same types of control over these devices as they do PCs. 
$V�%<2'�EHFRPHV�WKH�HQWHUSULVH�QRUP��DQG�WKH�DGRSWLRQ�RI�PRELOH�GHYLFHV�FRQWLQXHV�WR�JURZ��
expect the commensurate rise in mobile application vulnerabilities to continue unabated for the 
foreseeable future. 
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Mature technologies, continued risk
It’s not only new technologies that introduce vulnerabilities. Attackers continue to leverage 
existing and seemingly mature technologies to introduce enterprise risk. From the rise in SCADA 
vulnerabilities to the recent Department of Homeland Security announcement recommending 
that the Oracle Java SE platform be universally disabled in browsers, new methods of attack 
are constantly being discovered in old technology. When coupled with a lack of best practices 
FRQFHUQLQJ�H[LVWLQJ�YXOQHUDELOLWLHV��VXFK�DV�WKH�ODFN�RI�FURVV�IUDPH�VFULSWLQJ�SUHYHQWLRQ���
it’s easy to see that securing the enterprise becomes that much harder when even mature 
technologies remain stubbornly vulnerable.

Web applications remain vulnerable 
Many companies and individuals assume that “their websites” are not “interesting” to attackers. 
1RWKLQJ�FRXOG�EH�IXUWKHU�IURP�WKH�WUXWK��,Q�IDFW��WKH�ODFN�RI�VHFXUH�SURJUDPPLQJ�DQG�,7�VHFXULW\�
best practices only serve as an enabler for the proliferation of malware. In addition, the lack 
of proper input sanitization in Web applications, as well as the information “leaked” by them, 
shows that developers still have a long way to go to secure their applications properly. 

0DQ\�RI�WKH�GRFXPHQWHG�DWWDFNV�LQ�������DQG�HDUOLHU���ZKHWKHU�E\�KDFNWLYLVWV�RU�WKRVH�VHHNLQJ�
to enable crimeware, have leveraged long-standing vulnerabilities such as SQL injection. The 
high disclosure rate of XSS vulnerabilities coupled with its frequent appearance in testing gives 
us no reason to expect it to drop in popularity anytime soon. In the future, we expect more 
Injection type vulnerabilities, such as PHP injection, to continue to gain in popularity as the 
SD\Rƫ�RI�VXFFHVVIXO�H[SORLWDWLRQ�FDQ�EH�KLJK��

Learn more at 
hp.com/go/SIRM
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