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Business Continuity
Management Practice Guide

Introduction

Background

During 2003, the Tripartite Authorities (FSA, Bank of England and HM
Treasury) carried out the Resilience Benchmarking Project'. The project was
designed to assess the resilience and recovery capability of the UK financial
services sector in the event of major operational disruption such as a terrorist
attack or natural disaster. We define major operational disruption as an incident
having widespeard impact on more than one organisation, that has a severe
impact on firms, and that requires the implementation of special arrangements
for continued operations of critical business functions.

The project provided us with a valuable insight into the overall business
continuity preparedness of more than 60 firms that took part in the
Benchmarking exercise, answering more than 1,000 questions on their
business continuity arrangements. With their agreement we have produced
this Business Continuity Management Practice Guide in the spirit of sharing
lessons learned from the project so that firms that did not participate can also
benefit from it. The Guide is based on real examples of standard and leading
practices we observed in the firms that participated. It reflects the collective
business continuity planning and crisis management expertise of the UK’s
most significant firms and financial infrastructure providers.

Purpose

The Business Continuity Management Practice Guide is not general guidance
from the Tripartite Authorities, nor is it guidance on FSA rules. Rather, it aims
to help regulated firms in their business continuity planning by identifying and

For more information see
www.fsc.gov.uk/upload/public/Files/9/Web %20-%20Res %20Bench %20Report%2020051214.pdf.



sharing examples of business continuity practice observed in firms that
participated in the benchmarking exercise. We hope that these observations
may be useful for firms when reviewing their own business continuity and
crisis management arrangements. Firms should not view the Guide as a
definitive checklist of steps to take, but rather as a flexible tool to stimulate
their thinking and provide a framework for the development of their own
plans. Above all else, firms should continue to be mindful of their individual
circumstances and risk profiles when considering what may — or may not — be
appropriate for their business.

Examples of observed practice are grouped by topic and organised by theme
into modules:

Corporate Continuity
Corporate Crisis Management
Corporate Systems

Corporate Facilities
Corporate People

The modules capture the various components of business continuity planning
and testing and provide a framework for building resilience and recovery
capability. By defining clearly elements of processes like risk identification or
crisis team activation, the Guide may help firms improve their business
continuity planning.

How to use the Guide

Observed standard practice — observed leading practice

Two levels of observed practice are identified within the Guide:

®  Observed standard practice generally reflects the practices
adopted by most of the 60 benchmarking participants.

®  Observed leading practice generally reflects the practices
adopted by the highest scoring 20% of the 60 benchmarking
participants, and tends to denote more robust or sophisticated
practices.

In a handful of cases we exercised discretion and included examples of observed
standard practice which did not meet the above criteria, but which we considered
helpful or important to include nonetheless. These instances represent fewer than
7% of all of the examples of sound practice contained in this Guide.



Risk based approach

This Guide is not intended to be a comprehensive list of all the business
continuity practices relevant to a financial firm. Therefore, the FSA does not
expect firms to take a tick-box approach to using the Guide. Instead, firms are
encouraged to take a pragmatic and sensible view of which aspects of the
Guide are most useful and relevant for them. For example, firms may wish to:

e ‘Mix and match’ across observed standard and leading
practices as they see fit, adapting their plans to reflect their
individual risk profile and the complexity of their activities.

e Exercise common sense when deciding which aspects of the
Guide are most relevant to them. For instance, various
examples of observed leading practice may be more relevant to
very large firms or firms with very large exposure to specific
markets, whereas smaller or less complex firms may not
necessarily need to have such sophisticated plans.

e Adopt more sophisticated arrangements than the examples
provided as observed leading practice.

Differentiating between observed standard practice and observed
leading practice

® Observed standard practice sets out the general practice
observed in each area. The corresponding observed leading
practice either supplements or completely replaces the observed
standard practice. For an example of where observed leading
practice replaces observed standard practice, refer to Module A
Section 3.3.1.

e Where observed standard and leading practice appear to be
very similar, the key differences are shown in italics. For an
example of this, refer to Module A Section 3.3.3.

e In some cases we have set out observed standard practice only.
This is because we have either not observed a higher standard,
or because only a very small number of benchmarking
participants met a higher standard. For an example of this,
refer to Module A Section 3.2.2.

e In other cases, we have set out observed leading practice only.
This is because there were insufficient responses to justify its
inclusion as standard practice; however, we considered it



sufficiently important to merit inclusion as a positive example
of good business continuity practice. Consequently, these
examples have been included as observed leading practice, with
no corresponding standard example. For an example of this,
please refer to Module A Section 2.2.1.

How the FSA will use the Guide

The Guide does not form part of the FSA’s formal rules and guidance. So, just
as we would expect firms to exercise their common sense and judgement
regarding which aspects of the Guide are likely to be most relevant to them,
supervisors will be similarly pragmatic. We anticipate that the Guide will
provide a useful basis around which firms and their supervisors can structure
their discussions on business continuity planning, while bearing in mind that
individual firms’ arrangements should be proportionate to the nature and
scale of their business and appropriate to their individual risk profile.
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The Financial Services Authority

25 The North Colonnade Canary Wharf London E14 5HS
Telephone: +44 (0)20 7066 1000 Fax: +44 (0)20 7066 1099
Website: http://www.fsa.gov.uk

Registered as a Limited Company in England and Wales No. 1920623. Registered Office as above.



